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Introduction 

Everything the Government does during a civil disturbance must either stop the disturbance 

or prevent it from escalating. Seeking to achieve these aims by restricting the internet, 

communication devices and other such freedoms will aggravate the situation. These 

sacrosanct rights must be left untouched. Thus, the problem that remains is – what must be 

then done to curb the disturbance without limiting peoples’ freedom? While keeping the 

internet free, messages should also be not restricted; instead they should only be monitored in 

cases of extreme necessity. Also, acts of the police must be checked because violence is often 

caused due to the resentment people bear against police atrocities (Lawrence, 2011). 

Newspaper and television media should partake in responsible journalism and should be held 

accountable for the spread of any misinformation, since they play a pivotal role in influencing 

readers and viewers (Adegoke & Ball, 2011).  

 

Dual function of the private sector – internet censorship and free information 

Three stakeholders are affected due to internet censorship – the Government, private sector 

and people. Private sector refers to privately owned companies like internet service providers 

(ISPs) and websites that help people access and peruse the internet. During a civil unrest, 

such companies face a conundrum – whether to comply with the demands of the Government 

and other authorities to censor internet content or to stand by the people and provide 

unrestricted information.  

 

Internet censorship in India has increased by forty nine percent (Agencies, 2012) and most of 

this has occurred due to the Executive and police (Google Transparency Report). Since the 

Government is censoring data as it deems fit, the role of the private sector in doing this and 

its obligations towards the people need to be questioned.  
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A. Obligation towards the Government – censorship 

1. Censorship amounts to double-standards by Governments, since they laud social 

media as a tool of liberation during events like the Arab Spring while at the same time 

support censorship when trouble brews in their own backyard (Worstall, 2011) 

2. The private sector occasionally adopts excessive measures in response to the 

Government’s demands (Gupta, 2012) because these companies are vulnerable due to 

vague blocking and filtering requirements and fear losing their licences (Borders, 

2012). This reduces the companies’ self-autonomy and thus makes their functioning 

subject to the Government’s wishes.   

3. Censoring serious political content affects a small portion of the population, but when 

a country censors practical or popular content, it makes it far more likely that the 

population will rise up in anger (Garzedi, 2012). This has been the case since a 

majority of blocked items have been on popular websites like Facebook and Youtube 

(Prakash, 2012) which has only worsened ties between people and the Government.  

 

B. Obligation towards the people – free information 

1. The UN has declared internet access as a basic human right (Promotion, protection 

and enjoyment of Human Rights on the Internet, 2012). This forms a moral obligation 

on the private sector and the Government to respect peoples’ right to censorship-free 

internet because it is intrinsic to their lives and is an inalienable source of information 

and expression.  

2. Censors can be circumvented (Roberts, Zuckerman, & Palfrey, 2009). However, only 

those who possess the requisite technological know-how and have access to such 

technology will be able to do so. Information will remain denied to others – who form 

the majority. Therefore, society will become polarized between people who can enjoy 

the freedom of expression and those who cannot (SV, 2012), thus creating a source of 

inequality.      

 

Futility of restricting social media 

1. Restrictions will not curb the unrest. People talk about events on the internet without 

joining the disturbance which increases volume without their being any physical 

materialization of the same (Mackenzie, 2011). A lot of internet-activism is merely 

touch-of-the-button Slacktivism that does not perpetuate into a real-life disturbance 
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(Morozov, 2011). This was seen in places like Iran, where most of the media-buzz 

was generated by people living outside the country (Musgrove, 2009).  

A counterargument could be that censorship prevents rumours from spreading. 

However, censorship and shutting down of information only increases fear and 

paranoia amongst people. Instead of spreading ignorance, the Government needs to 

keep people aware of what is happening.    

2. Evidence shows that social media had very little to do with propagation of the unrest 

(Social media ‘not to blame’ for inciting rioters., 2011). Instead, it played a positive 

role by helping people organize clean-up operations and mobilising support (Guardian 

& LSE, 2011).  

3. Protests will continue as long as people have grievances and such people will always 

find ways to communicate with each other even in the absence of social media 

(Gladwell, 2011). This can be seen by the fact that protests, like the Greenboro sit-ins, 

started, spread and were a success without social media (Greensboro Sit-in).  

 

Recommendations: 

It is important that the internet remains the peoples’ fiefdom, and must be left 

censorship free. Websites and ISPs should not be made to censor content according to 

the Government’s arbitrary demands. They should self-regulate following the law of 

the land, and if absolutely necessary, orders from courts should be passed to restrict 

certain content that is in direct contravention of Article 19 of the Constitution of India 

(The Constitution of India, 1951).   

 

This benefits the three stakeholders.  

1. Government: Will help gain support which will also reduce the resentment 

people bear. 

2. Private Sector: Can spread relevant information about the disturbance and keep 

people informed. They will also get more freedom to operate without the fear of 

losing their licences.  

3. People: Can exercise their freedom of speech and expression without being 

subject to unreasonable restrictions. By being able to access content online, they 

can stay cognizant and react accordingly. 
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I. No restrictions on messages  

Blanket bans violate peoples’ freedom of speech and have several unwanted implications - 

like affecting the majority section that has nothing to do with the unrest and causing losses to 

telecommunication companies (Mandal, 2012). Therefore, the alternative recommendations 

that should be adopted are –  

1. Since messages can be used to spread rumours (Nelson, 2012), the Government ought 

to provide people with correct information to dispel such rumours and inform people. 

This can be done through public announcements on the television, social media and 

even messages themselves. 

2. The Government should establish help-lines that people can contact whenever they 

receive such a message. This way, the Government can get information about rumour-

mongers and also assure people about the falsity of such rumours, placate their 

paranoia and prevent incidents like mass exodus from happening (Reporter, 2012). 

3. In extreme circumstances, the Government, with telecom companies, should monitor 

harmful messages that are being sent. Section 5(2) of the Indian Telegraph Act 

(Indian Telegraph Act, 1885) allows lawful interception of messages in the interest of 

public order. However, this will not be done manually, and thus will not violate 

peoples’ privacy. It’ll be done using the same technology that Google uses to read 

emails and place contextual advertisements (Ads in Gmail, 2012). Whenever a 

sensitive message is sent, it can be detected and such messages can be blocked. Using 

this method, people propagating such messages can also be caught.    

 

A counterargument could be that such technology could be easily misused. This will not be 

the case since safeguards exist and only courts can decide if interception is a must. In case of 

alleged misuse, the aggrieved party can represent the Government and suitable action will be 

taken (PUCL v. UOI, 1997).  

 

 

II. Role of the police must be checked 

Since police often clash with protestors, their role must be checked because a civil 

disturbance can often get worse due to excessive action taken by the police (Carter, 2011). 
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1. Riots are often caused due to resentment that people bear towards the police.  

Disturbances get aggravated because of a violent retaliation from the police which 

further infuriates people (Lerougetel, 2012). 

2. The police often commit atrocities on protestors by abusing their powers 

(Correspondent, 2011). Such acts should be punished severely to prevent them from 

occurring because they not only worsen the situation, but also hurt people. The 

police should also not use violence unless absolutely necessary. 

3. The police need to treat the rioters fairly and respectfully. They must not get 

aggressive because this will only turn worsen the disturbance (Ahmad, 2013). They 

must stand by people and gain their trust because trust fosters public compliance 

with the law and cooperation with legal authorities (LSE, 2013).  

 

 

III. Incentives for journalists 

Considering the direct correlation between propagation of the disturbance and news media 

(Wadsworth, 2012), television channels and newspapers should be provided incentives to 

report in a manner that have a retrograde effect on the unrest.  

 

1. Journalists and reporters should be provided with recognition and rewards for honest 

and unbiased reporting of the circumstances present in the rioting communities, 

reasons for the protest, how it should be handled, etc.  They should interact with the 

rioting community and should also present things from their perspective. Citizen 

journalism should be promoted so that ordinary people can tell their own stories 

(Bassel, Media and the Riots, 2012). 

2. The media should not stigmatize communities that are partaking in the disturbance 

(Bassel, Media and the Riots, 2012) because this creates a sense of alienation and 

hurts their sentiments which will widen disparity. 

3. The media ought to be held accountable for reporting in a prejudiced/sensationalist 

manner that exacerbates the unrest. If found doing so, the agency ought to be notified 

and penalised to prevent such reports from occurring.  
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Conclusion 

The aim of the policy was to strike a balance between freedom and preventing the civil 

disturbance from spreading. One cannot come at the cost of the other. This can only be 

accomplished by not breaching the sanctity of the right that people have to free internet and 

messaging. This will also work in favour of the Government and private companies that 

provide such services. A cost-analysis isn’t necessary because there are no harms accruing 

out of this.  

 

Other recommendations should also be adopted to create a safe and sound system. The 

ubiquitous presence of the police and journalism make them key players in the disturbance. 

The police should participate carefully and play a positive role in trying to end the protest 

without harming anyone, whereas journalists must take the onus of keeping people informed 

in a fair manner.  

 

Freedom belongs to the people. It is theirs to keep. This is the bulwark on which the policy 

rests.  
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